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Things to Consider Before

Linkedln is more than just a soci a
net working site for professionals
seeking to network with similarly
building professional net works and
Linkedln is not Facebook, Twitter
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members, fraternqfhe key is to e ¢
brothers and sisonly with peop| e
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Email CCIU you are using the account as a rep
CCIU Webpage Regardless of how effectively and
settings, there is no way to compl
can reduce your exposure but you ¢
being invisible is your goal, then
Linkedln presence.) Unless you cha
public profile, it wildl be visible
members and i nformation wil/ be in
general rule, do not put anything
the world to know Do not put thin
numbers or physical addresses anyw
i nformati on.
l dentity Verificati on
Linkedln has varying |l evels of wuse
whi ch guarantee the Linkedln membe
This document is authorized for purports them to be With the free
wide release with no restrictions. required to join Linkedln is a val
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compl etely anonymous emai l providers.
Linkedln does offer paid memberships tailored to vari
which Linkedln charges membership fees. Nonethel ess,
operate |ike credit cards
So, in reality, anyone with an intention to deceive ¢
not to suggest that Linkedln is riddled with i mpostor
members, |ike you, using the site for |l egitimate purp
Making Connections
Making connections is how you build your professional
others build their networks and their credibility. | f
decline, block or report a connection request is an i
equally important.
Since Linkedln attracts professionals, people in posi
more attractive targets for criminals. Therefore, you
9 Do not include in your profile that you have a secul
1 Exercise appropriate skepticism when contacted by s
Linkedln presence appears. Not everyone on the intei
1T Be cautious when considering a connection request f
9T Be cautious when considering a connection request b
only tangentially.
1T Seek and accept connections that add quality to youl
accepting connections that do not.
T Do not accept connection requests based entirely on
sometimes build false networks and | everage their f:
Accessing Your Linkedln Prof
Q Advanced
Linkedln profile settings are acces Sy
y our pr Of : I e pl Ct ure. & Bradley Bradson Sign Out
Privac Yy and Settin gs Account: Basic Try Premium
To ackriswsacy andohSeert tyomgs mouse above Job Posting Manage i c
in the upper right of yourAckiookes | & t
. Language Change
menu appedMamnagel ick
Privacy & Settings $ Manage
Controlling Access to Your L|° Heecee Get Help 1 n
Passwords
Passwords, secret el ements of aut henticati on are on
tools (e.g., password crackers) from illegally access
and the frequency with which you change it are import
A password, however, need notpabses plhirn#fist@eads st poh raa sweo rids. a
that form a phrase. An example might be, "The song re
moon" Passphrases are generally easier to remember t
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Changing passwords is a straightforward process. A go
to time and is an absolute necessity if you believe vy
Guidelines foavopaeswecdal ty if you are a public figur
personal information might be in the public domain, i
f your name or any permutation of your name
T your wuser I D or any part of your wuser | D
f common names
1 the name of any relative, child, or pet
T your telephone number, social security number, date
T vehicle |Iicense plate number s, makes, or model s
T the school you attended
T work affiliation
T the word "password" or permutations including "pass\
T common words from dictionari es, including foreign |
1 common dictionary word permutations
T names or types of favorite objects
T all the same digits or all the same |l etters or | ett
To change your pBRsbswacy, arfrdeaBe ttthiengs
@ Account <: @ Privacy 1.CliclActboemth.

2.Cl iBcaks'i cs
[ Basics : Basics 3.Cl icchkange password
Third parties Email addresses

Add or remove email addresses on your account

Subscriptions Phone numbers

Add a phone numberin case you have trouble signingin

=> Change password

Choose a unigue password to protect your account

Change password
4 . Enter your current p as S MWdsed unique password to protect your account
5. Enter your new, compl ex P & rSsSyWQ afe Ehse-Onfitive Ph@nSisShPahehst@ Saliciers.
6. Reenter your new passWOF d. rpeyourcurentpazswor
7.Cl iscikgn out of. all sessigns
8 Gl iSeaky e T}‘l’llﬁsllt-)olﬂ@%?rr[)rd <=
| f you have inadvertentl!l vyl | ef@77pB\AN\Pel f | og'ﬁ;Fi n tg
Linkedln session el gewhwetrjeqgf recahlelc:kri-nog
s es s iwinlsl ensure t hat al | S ecseS77|muIs\$A\\y@aa)e cl o
Further attempts to open |Linkedln from n computer
will require using the new pldEsiwsrdr dﬁ

<=

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever




seamemmmenmmenns . IBFCHTME PreveNtion Flyet

Two Step Verification

Two step verification is an effective means to preven
account. Whenever you access your Linkedln account fr
wi || hold continued access unt.il an unlock code, sent
code i s entered, i nformation t hat identifies your bro
Afterward, attempts to access VYo — ' = t f
browser, or any authenticated br/lf Yyou no longer hgye
a username and password. I|f the |[mobile phone requi fed
be challenged once again with a |authentication andpmoa
_ your account from n
_If your browser is set to refusebrowserwihydaoewl to cobhdg
i s _be_st to |l eave these sewbfapgs Linkedln to enablelad
veri fi.cati on
| f you, or anyone for that matter, try to |l ogin to yo
associated with an authorized browser are deleted, a
phone of record and you wil/ be required to enter tha
account .
The defensivestbhemeverni ifchtei oemxt message you receive
not yet authorized browser. I f you receive a login no
you is trying to access your Linkedln account.
More i mportantly, if the person trying to log in to vy
code then they have entered the correct password for
i mmedi ately change your pSeeses wohred ,e fYoluldow , SH ¢ n eytoallp 5 rierc
passwords, meaning that you use the same password for

we |l |

To acfTwoatSeep Verfirf oPumatvhaery
and Setmteinmng s

1.Cliclri htealy. @ Account => @ Privacy
2.Cl iscekcurity -

| Profile privacy P [’Oﬂ [e p rl\/a Cy

Blocking and hiding X . .
Edit your public profile

Data privacy and advertising Choose how your profile appears in search engines

Securit .
v <: Who can see your connections

Choose who can see your list of connections

Advertising preferences
Choose whether LinkedIn can use cookies to pers

Security 3.Cl iTmkst ep verification.

Two-step verification

$ Activate this feature for enhanced account securit

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever
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4.You will be requi Secuﬂty
mobil e phone numb —
account if youove|Two-step verification Close
done so. Activate this feature for enhanced account security Off
You'll need to add a phone number to activate two-step verification,
| f you have alr € a Add a phone number
mobile number wi tkr—yoo
account , go to step 11.
Phone numbers
Add a phone number in case you have trouble signing in
5.Cl iAdd a phone numb You haven’t added any phone numbers yet.
6.Veri fGoutnisy set cor Your phone number helps us keep your account secure. It also helps people
7 . Enter t he mobil e t whao already have your number discover and connect with you.
to which you want Country

messages sent
8.Cl iSceknd code

United States

New phone number

8058058056

il

We'll send a cade to this number - you'll need it for the
final step.

i

For your security, enter your password to
make this changs
telephone for

9.Check the mobil e
th the verificati on

Password Linkedln wi

¢ cl iDoke
lllllllllll|
Add a phone number in case you have trouble signing in 1 phone number

. Phone numbers you've added

10l.f al | we nt we | | ) ypu OU|5+|lfJﬂ:‘|&?ﬁC@ﬂ a message Make primary Remove
showing the telephope lS'Ise['-];]rPasg.«;-:g'clres»_XOu just
added to you accoun

Phone numbers Close

Add phone number

Youdre not quite dormd eipmpleement

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever
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11Ret ur nPt bvtaahee an8e cu.ri i(ltky @ Account => @ Privacy

| Profile privacy P [’Oﬂ [e p I’i\/a Cy

Blocking and hiding
Edit your public profile

Data privacy and advertising Choose how your profile appears in search engines

Advertising preferences Security <= Who can see your connections

Choose whether Linkedin can use cookies to pers

Security

Two-step verification

$ Activate this feature for enhanced account securit

12CI| iTcwkes t ep ver.d fication

Choose who can see your list of connections

Security

Two-step verification Close
Activate this feature for enhanced account security
1 3CI| iTecukr n. Q@ NTwo-step verification is turned off.  Turn on

We will send a verification code to your phone number ending in 1776.

Turning this feature on will sign you out anywhere you're currently signed in.
We will then require you to enter a verification code the first time you sign
with a new device or LinkedIn maobile application. Learn more

b 4
For your security, enter your password to

make this change

Security
11111111111|
Two-step verification Close
m @ | Activate this feature for enhanced account security
OFC
Two-step verification is turned on.  Turn off @

Verification codes will be seu}t to this number at sign-in:

e ver.l I cati on

+1 CQ2002TALD

14Ent er your password (]n
code) abdnel i ck

This number cannet be deleted while being used for two-step verification

15The next box twieltlepveri fy th
veri fication iIis turned on

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever
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Wh_ere Youdre Signed 1In Si gn \Whuetn Yo u i s
Th!s feature can be usegl t o enpl alr‘ty|as°tN|VV\PayLs'”keGdoond S¢
This is more of a security audi | rqpty
wi || not prevent the compromi se Advanced ] t
you if wunauthorized access to yo rri
indicate a past compromise if t h ol e
Where youoreidilgnaeldsad nhel p you { d @ BadeyBadson = Sign Out
Linkedln sessions that you did nag ., .. Try Premium
A generally good security practi|q 0Pt Manage o f
activity that requires a | ogin; S Language Change spec
choice. Closing the browser or € Prvacy & Settings Manage put e
properly logging out may | eave 0¢ nf to
Linkedln session. Then, quite pos Help Center Get Help per s
Linkedln from that computer woul have mpl ete acfgces
. . ) |
your Linkedln profile without b«al'a‘fﬁ%erc:41l3:gcnk Lﬂﬁg“ 6 V%el;rapéio'
enu appears

To chMhek e youbr,e fsriagPmetvra&ecly anrde Betti ngs

=

.CliclActbaoemth . @ Account <: & Privacy & Communications
2.Cl iBcaksi ¢ s .

3.Cl iwhkere youobdr.e d pgmralﬁas'“@ Basics
upon your screen si |™dts  Emailaddresses
t o sSCcr OI | d ow a f e Subscriptions Add or remove email addresses on your account

Phone numbers
Add a phone number in case you have trouble signing in

Change password
Choose a unique P assword to protect your account

Name, location, and industry

Choose how your name and other profile fields
appear to oth.—r members

=> Where you’re signed in
See your active sessions, and sign out if you'd like

You're currently signed in to 2 sessions.
Here's a list of all the places you're signed into Linkedln right now. You can
see details about each session, sign out of individual sessions, or sign out of

everywhere at once. You can also sign out of apps you've authorized with 4 . |l denti f y session |l ocati ons
LinkedIn from the Third party apps setting. terminat eS iagnnd odulf i (.le u find
o yourself with multiple acti
Stafford, Virginia, United States . .
(Approximate location] can terminate tBE on adut bogf c
Chrome on Windows al | of t hese SessSl ons

IP Address:
74.93.216.49

IP Address Owner:

Current session Details

Comcast Business Communications
Other active sessions (1) Sign out of all these sessions

Last accessed Details

13 seconds ago Stafferd, Virginia, United States

, Virginia, 3
(Approximate location) Sign out
Firefox on Windows

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever
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S.Enter your pasEndo rsdesatinalnd Signout Details
sessions.

Enter your password to end this session X

Passwordg

You're currently signed in to 2 sessions.

Here's a list of all the places you're signed into LinkedIn right now. You can
see details about each session, sign out of individual sessions, or sign out of
everywhere at once. You can also sign out of apps you've authorized with

LinkedIn from the Third party apps setting. 6 Veri f y t hat t he session y
— e has been ended and there
Stafford, Virginia, United States . .
(Approximate location) Ssess I ons. New S e ssl ons co
Chrome on Windows on g ol n g co mp romi s e.
IP Address:

74.93.216.49

IP Address Owner:
Comcast Business Communications

Email Address Safety

reliable means to establish conne
o. Even if you have not shared you
mail address book, Linkedln propos

Emai | addresses
extensively to d
have shared t hei
mechani s ms.

= 0 o
—
@ »w O

When selecting an email address to use for Linkedln,
avoid using work or official email addresses unless vy
the email address you provide as the primary condui't
your email address to reset your account in the event

Do no
emai |
| ocat
attr a

email address anywhe ther than i
her than in a field I ed specific
e on the internet. A , exposing vy
i stpiammg , pwh aslhiimg ,amspeatrher types

(o
<
Q
=]
<
— 0 ~ =
5
—y

-®

The email addresses you use wildegtierkedinmewitlilonse Wihe
when deciding to accept or Aedgeepxtti ng cComme ¢ toir o moR eq uleestt

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever
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Mai ntaining Your Email Addresses
Linkedln requires that at | east one email address be
address being associated with more than one Linkedln
addresses associated with your account, but you wil/
Linking multiple email addresses to your Linkedln ac
account recovery iif you | ose access to your primary e
address and change jobs or if your employer changes e
address is from your | SP and you change | SP without f
You can del ete any associated emai l address except vyo
address, you must first add and then designate as pri
addr es s, Linkedln sends a verification email to it. T
the email address by clicking the emailed I ink.
To add, change or delete an aRrsiovaicyt eacqide@aftt i adser es s,
@ Account Q:@ Privacy B3 Communications
1.Cl iAckkount IBaSic5<= -
2.Cl iBcaksi cs BaS“:S
3.Cl iEcnkai | addr es s | Third parties Email addresses Change
. Add or remove email addresses on your account 1 email address
Subscriptions

Email addresses Close

Add or remove email addresses on your account 1 email address
Email addresses you've added:

bradS5@gmail.com Primary 4 Enter the new aSdedirdess an
Email address verification

= 5.Check the new email 6s in

| brad54@gmail com <= ‘ email and follow the ins

te the new emai l a

activa
[t | I <

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever
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Sharing Your Addr espg—Beoeks

Automatically adding |c

email address books i|s ; :

he!ps you _bU|!d your |ne Gmail

quickly building your rM Synec your email contacts and messages

address book seems to &

al | thatdéds why vyou ere ."Gnngleﬂnntacts

in order to add cont act th Sync your Google contacts

address books, you wijl|l

provide Linkedln withl t 9 GoogleCalendar @

emai | account . L‘ Sync your calendar events

As trustworthy as Li n|k =t : :

anyone with any of vyo|t Getstartt_a-d by add!ng yourlemalladdress M e

contrary to just aboult or choosing a service provider _ )

computer security pr algq Emal i Bt

third party site to d brad55@gmail.com ﬂi @

address book may vi olfs

and perhaps even emplcw roral i

Before allowing a t hilr s uzoiess ook ko suapes comections

Linkedln, access to y|d: T -

yourself if you wouldl m '

exposing your name anldl

site you did not C h 0 09 Find more connections like Heather, Warren and William.

whet her or not you walr

associated with everylone in your address

book Two examples of how Linkedln preségnts

uncl ear how when presented with |thi:

. i | h i r r

Af5 you use Linkedl n, deéJ?e\(E\,)’ ||n|g; Qe@muesgﬁ'hwfasZe%ﬁwodﬂgpforzrﬁ’::d rsi bt

with many opportunitijes to expand your

net wor k. Some opportunitres WIITI appear WI_tTAh

names and brief biographies of people Linkedln bedliiecvl

ways to make connections. iMmsts owiel Il ebveelpe dlien kyeadd nkdrso

very efifectsveimeradast)oc&kome people you wild/l not know.

with them in a professional sense are different thing

requestMan@geéea@ag Connections

Profile Settings

Youwr ofsialyess everything about you. I't is your Linkedln g

that first i mpressions are everything.

Controlling Who Can See Your Connections

I f you have properly managed your connections (you wi

Managing Cormreedtiioonn)s, t hen your | ist of connections

l ist also contains information that can be B&ampdU2etved

connections can see your entire connections |ist.

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever
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Restri

cting access to your I|list of connections is a ¢
restrictive

*degtrteien ¢ oynerctdi ons  wi | | al ways be able to

To chWhgecan see your fcoPmigdde wnanrde et ti ngs

Clickrt itexly. @ Account @ Privacy w unications
.Cl iPcrkof il e. pri vad

.Cl iwhko can see y ile pri . .
Connections Iroiieprivaey <1 Profile privacy

Blocking and hiding

WN -

Edit your public profile

. .. Chot Wy rofile 1S | - = 5
Data privacy and advertising hoose how your profile appears in search engine

Who can see your connections
Security $ Cheose who can see your list of connections

4.1 ®Only iysouyour C U T | Choosewho canseeyour list of connections
you need do noth
Ot her wi se,

5.Clicbowhearrow

6.Cl iknk y.yod a s ma
checkmar kSdaadael | Only you ~ | @ saved
appears then the
recorded.

People will still be able to see connections who endorse you and connections
they share with you. g@on’t want your endorsements visible? Just choose to
opt out)

Limit Public Access to Your Profile

When you restrict access to your Linkedln profile to

identity theft vulnerability you also prevent it bein
The most rest Maktei wmg pebliangpricti M8 t\hi sihbilse steot thion@ney c
visible to |logged in Linkedln members: Your profile w
and search engines such as Google, Yahoo, Bing, &etc.

When deciding upon a setting, consider why you are on
using an internet search site. Perhaps you do not. Pe
not Linkedln members. Perhaps you do not

Generally speaking, a recruiter or company seeking ca
l ogged in to Linkedln. A recruiter would not rely on

Theremake,my public profiisl eprvalsalbl ¢ d&ogpnodoméroi ce.

These Linkedln configuration recommendations are based
They are not a guarantee of soci al net working safety.

cation. Users must exercise caution whenever
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To I'imit who has access tPoivaocy podd bet pirmgs | e, from
1.Cliclri htealy. ® Account @ Privacy qm unications
2.Cl iPcrkof il e. privacy
3.Cl ikcdki t your public p

Profile pri : :
Iprosieprivaey <1 Profile privacy
Blocki d hidi . . .
ocring andding Edit your public profile <m
Data privacy and advertising Choose how your profile appears'l zines
] ] ] Who can see your connections
Customize Your Public Profile Security Choose who can see your list of connections
gntrol how you appear when pecple search for
on Google, Yahoo!, Bing, etc.
more »
® Make my public profile visible to no cne
Make my public profile visible to everyone
Picture
Headline
Current Positions
Past Positions Make my public profile visible to no one
Skills & [ake my public profile visible to everyone
Education -
Recommendations | f you . - I_:‘in:ture
Oraanizations ! keep your pr ~| Headline
Volunteer Experiences & Causes t o everyone ~ Current Positions
Groups restricting i Details
m Cancel the great est |- PastPositions
POSSible. by Details
!nformatlon Skills
Increase you | Education
4.1 €ustomize Your, Puddip dE0pFiN e N Details
|l ect the setting you PR'e’l mMbst Recemmendations
bl e with. Organizations .
Volunteer Experiences & Causes
Groups
o [
* I nformation already indexed by search engines wil/

recommendat.i are based
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https://ice.disa.mil/index.cfm?fa=card&s=792&sp=105605&dep=*DoD
http://www.cid.army.mil/assets/docs/2can/SocialNetworkingSafetyTips.pdf

